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ABSTRACT

Phishing is the most often employed social engineering and cyber-attack in the
current circumstances. As a result of such attacks, attackers attack on naive online users,
duping them into revealing private information in order to utilize it fraudulently. In order to
avoid phishing websites, users must be aware of phishing attacks or utilize a technology that
detects phishing pages. Our aim is to build a browser extension that acts as a gateway
between users and malicious websites. This extension is been developed using a machine
learning technique, and we used the random forest, which provides 99.63 %. The tool will
be trained on static and dynamic features of the web pages. If a web page includes hidden
malicious content or malware, our model will recognize it and display a popup notice to

naive users otherwise load the legitimate web pages.
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