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ABSTRACT

One of the upcoming trends in the education sector throughout the world is online learning.
The internet is used for this type of learning. This style of learning has been simplified
because of improved and upgraded technologies. Universities and colleges have also
chosen to provide an option of online education. An examination is a means of evaluating
an individual's ability, proficiency, or knowledge in one or more subjects. Exams are a way
to ensure the credibility of the education that has been provided. As a result, without an
examination, an education is incomplete. But to conduct an exam online is superficially
considered as a laborious task. The aim of this project is basically to prove otherwise. This
project focuses on improving proctoring systems in order to deliver a fraud-free online
exam. Face recognition is used in the developed solution for strong student authentication,
and in order to improve the suggested system's performance, we specified various criteria
to identify any fraudulent activity throughout the candidate's time on the examination
monitoring system. The major goal is to use machine learning to teach computers how to
proctor exams without human intervention. User authentication, voice detection, active
window, gaze tracking, head posture estimation, and multiple face identification will form

the foundation of a robustly verified and monitored proctoring system in this proposed

paper.



