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ABSTRACT  

With the increased popularity of online social networks, spammers find these platforms 

easily accessible to trap users in malicious activities by posting spam messages. In this work, 

we have taken Twitter platform and performed spam tweets detection. To stop spammers, 

Google Safe Browsing and Twitter’s Bootmaker tools detect and block spam tweets. These 

tools can block malicious links; however, they cannot protect the user in real-time as early 

as possible. Thus, industries and researchers have applied different approaches to make spam 

free social network platform. Some of them are only based on user-based features while 

others are based on tweet-based features only.   

 However, there is no comprehensive solution that can consolidate tweet’s text information 

along with the user-based features. To solve this issue, we propose a modelled system which 

takes the user and tweet-based features along with the tweet text feature to classify the 

tweets. The benefit of using tweet text feature is that we can identify the spam tweets even 

if the spammer creates a new account which was not possible only with the user and tweet-

based features. 
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