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over access (o their own PHRy, it is 3 promising method to encrypt the PHRs before outsourcing.

o ‘1:w‘ues such as risks of privacy eXposure, scalability in key management. flexible access. and
efficient user revocation, have remained the most important challenges toward achieving fine-
grained, cryptographically enforced data access control.

A novel patient-centric framework and a suite of mechanisms for data access control to
PHRs stored in semi-trusted servers. To achieve fine-grained and scalable data access control for
PHRs, Atribute-based encryption (ABE) techniques are used to encrypt each patient’s PHR file.
Different from previous works in secure data outsourcing, the focus is on the multiple data owner
scenario, and divides the users in the PHR System into multiple security domains that greatly
reduces the key management complexity for owners and users. A high degree of patient privacy
is guaranteed simultaneously by exploiting multu-authority ABE. The proposed scheme also
enables dynamic modification of access policies or file attributes. supports efficient on-demand
user attribute revocation and break-glass access under emergency scenarios. Extensive analytical
and experimental results are presented which show the security, scalability, and efficiency of the
proposed scheme.

Different organization to be considered equally in that case Distributed ABE needs to
design the system. An authority can revoke a user or user’s attributes immediately by re-
encrypting the cipher texts and updating users’ secret keys. The algorithm can be made more
efficient and also the user interface can be improved on. As new user requirements emerge new
ideas of implementation can be worked on. Though the software meets all mmimum constraints,

there still remains a scope for improvement.
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