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ABSTRACT

The existence of small gadget that can used to exchange message and form conversation
networks. It proposes two peculiar techniques for authenticating short encrypted
messages that are directed to meet the concern of mobile and Ubiquitous applications. In
a symbolic portion of such utilization, the familiarity and purity of the communicated
messages are of precise interest. In this work, we propose two novel techniques for
authenticating short encrypted messages that are directed to meet the requirements of
mobile and pervasive applications. By taking advantage of the fact that the message to be
authenticated must also be encrypted, we propose provably secure authentication codes

that are more efficient than any message authentication code in the literature.

A method and system for authenticating messages is provided. A
message authentication system generates an encrypted message by encrypting with a key
a combination of a message and a nonce. The message authentication system generates a
message authentication code based on a combination of the message and the nonce
modulo a divisor. To decrypt and authenticate the message, the message authentication
system generates a decrypted message by decrypting with the key the encrypted message
and extracts the message and the nonce. The message authentication system then
regenerates a message authentication code based on a combination of the extracted
message and the extracted nonce modulo the divisor. The message authentication system
then determines whether the regenerated message authentication code matches the
original message authentication code. If the codes match, then the integrity and

authenticity of the message are verified.

Future work will consist in the examination of advanced authentication protocols
for one-way and mutual authentication. Other authentication methods (e.g. asymmetric
techniques) should be analyzed for the suitability for RFID systems and circuits can be
found for this purpose. In this way, the application range for this proposed system will be
pushed further. This means that use of parallel execution of multiple blocks will be much

more important and have a practical impact in near future.




