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ABSTRACT

Phishing attacks continue to pose a significant threat to internet security, deceiving users into
divulging personal and financial information through sophisticated social engineering tactics.
This project addresses the urgent need for effective phishing detection by developing a machine
learning-based system capable of accurately distinguishing between phishing and legitimate
URLs. Utilizing a combination of advanced algorithms including Decision Trees, Support
Vector Machines (SVM), XGBoost, Multilayer Perceptions (MLPs), Auto Encoder Neural
Networks, and Random Forest, the system analyzes various features extracted from URLs to
identify potential phishing attempts. The effectiveness of these models was rigorously tested and
integrated into a user-friendly web application, allowing users to verify URLs in real-time. The
best performing model, the Random Forest, demonstrated high accuracy and robustness, making
it the backbone of the detection system. The project not only improves individual and
organizational cybersecurity but also offers insights into phishing tactics and countermeasures.
Future work will focus on refining these models, expanding the dataset to include newer phishing
techniques, and enhancing the system’s adaptability to continually evolve in response to
emerging threats. This initiative marks a significant step forward in the ongoing battle against

cybercrime, providing a scalable and reliable tool for phishing detection.




