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ABSTRACT

The advancement of technology has significantly enhanced comfort in both domestic and
professional settings. However, this progress fell short during the COVID-19 pandemic and
other health monitoring scenarios due to unaddressed Quality of Service (QoS) network
parameters such as throughput, reliability, and security. Therefore, there is an urgent need for
advanced remote health monitoring systems, especially for patients recovering from surgery,
bedridden individuals, and those with autism. These systems must monitor postural changes
and transmit data to caregivers in hospitals through Wireless Body Area Networks (WBANS).

Given the critical nature of health data, ensuring its security is vital. In response, we propose a
Hierarchical Energy Efficient Secure Routing (HEESR) protocol. This protocol categorizes
body sensor nodes into direct and relay nodes based on a threshold value. Unlike conventional
protocols, HEESR selects cluster heads based on energy levels and data traffic priority,
differentiating between critical and non-critical information.

The protocol identifies optimal data transmission routes, compresses data using Huffman
encoding, and secures it with an asymmetric cryptographic algorithm. HEESR improves
security and routing efficiency through a hierarchical structure and data prioritization. It
surpasses conventional routing protocols, achieving a 6% improvement in energy consumption,
92% throughput, and 93% security, thereby balancing the packet drop rate and ensuring timely
data delivery.



