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ABSTRACT

phishing attacks have emerged as one of the most prevalent and perilous forms of cybercrime
in recent years. These malicious tactics are designed to deceive individuals and organizations
into divulging sensitive information used for transactions. Typically, phishing websites are
crafted with subtle clues within their content and browser-based information to mimic
legitimate platforms. By employing tactics such as specially crafted emails or instant
messages, attackers create replicas of existing web pages, tricking users into divulging
personal, financial, or password data under the guise of legitimate service Inresponse
to this escalating threat, there is a growing need to leverage advanced technologies like Machine
Learning (ML) for enhanced detection and classification of phishing websites. ML algorithms
ultitude of features extracted from datasets, such as those availablein the UCI
Machine Learning Repository database, to identify patterns indicative of phishing behavior
Furthermore, the study aims to delve deeper into the intricate characteristics of phishing
websites, exploring nuances in their design, content, and behavior. Through comprehensive

analysis and feature extraction, ML algorithms can learn to discern subtle cuesthat differentiate
ate ones, ‘thereby : bolstering the effectiveness of detection

can analyze am

phishing sites from legitim

mechanism.




