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ABSTRACT

Insider threats, malicious or negligent actions by puthorized users, pose o significant risk to
clond environments like AWS. Their trusted access makes i :m particularly dangerous,
Phis abstract explores the challenges of detecting and responding to insider threats in AWS.
e shaved responsibility model in AWS places the onas of securing data and resources on
the customer. The complexity of AWS environments, with its vast army ol services and
configurations, further hinders complete activity visitility, To address detection, the
abstract highlights wals like CloudTrail Tor logging AP calls, GuardDuty for threat
mielligence analyzis, Conlig for monitoring confliguration changes, and Macie for sensitive
dota dizcovery, Additionally, robust IAM policies, user u'n.:Li".ri.l!.r monitoring, and data
encrvplion ore emphasized. For response strategies, the abslimet stresses the importance of
a well-detined incident response plan encompassing containment, eradication, and recovery.
I also advocates Tor proactive threat hunting and user education on security best practices.
AWS's detection and response services like Cloud Trail, GuardDuty, Config, and Macie,
which, when combined, create n comprehensive security posture. By implementing these
techmques, organizations can significantly reduce the risk of insider threats in their AWS
environments. However, secunity is an ever-evalving battleground, necessitating continuous

monitoning and adaptation of security practices.
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CHAPTERI
INTRODUCTION

T odiy's vapiddly evalving digital landseape, the importance of ¢ybersecurity cannot be overstated.
As techiology sdvances, so do the thients that organizations face in safeguarding their sensitive
iformation and eritfeal systems, Threat modeling is a pronctive approach to cybersecurity,
providing o strvctured methodology for ientifying, priovitizing, and mitigating potentinl threats to

IT syslems

Wl b theeat modelling in 1T

Phreat maodeling is o systematic process for identifying and prioritizing potential threats 1o 1T
swstems, applications, or networks, 1t involves analyzing the security posture of an
argamization's assets and frastrociire wodentily valnerabilities and potential atteck vectors.
By understanding the varicus threats that may targel an organization, security professionals can

develop proactive measures 1o mitigate risks and enhance overall security.

The process of threat modeling typically involves severnl key steps:

ldentifying Assets: The first step in theeat modeling is o identily (he nsets that need protection. This
includes sensitive data, critical systems, and infrnstructure components that are vital to the organization’s
operations.

Iddentifying Threats: Once the assets are identified, the wext step is to identify potentinl threats that may
target these assets, Threstz con comme from various sources, including malicious actors, natural disasters, or

inadverient lumamn ermor,

Assessing Vlnerabilities: With the threats identified, the next sbep iz 1o pssess the vulnerabilities that could
be exploited by these threats, Vulnerabilities may exist in software, hardware, or human processes und can

range from outdnted soltware 1o weak suthentication mechanisms.

Priovitizing Risks: Not all threats pose an equal visk (0 an organization. Threat modeling helps prioritize
nsks hased on their likelihood and potential impact on the organization, This allows security profiessionals
to focus their efforts on addressing the most significamt threats first.




Detection and Response to msider Threats in AWS
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Figure 1.1 : Threats due to Insiders

Dept of CSE AIET Mijar

g
P



HAPTER 2
THREAT DETECTION TECHNIQUES

Threats lurk around every comer in the digital world, and cloud environments like
VS are no exceplion. Here's a comprehensive dive into threat detection in AWS, helping
u gecure your valuable data and resources.

1. Amazon GuardDuty:

Amazon GuardDuty is a security monitoring service that analyses and processes
Foundational data sources, such as AWS CloudTrail- management events, AWS
Cloud Trail event logs, VPC flow logs (from Amazon EC2 instances), and DNS logs. It
also processes Features such as Kubermetes audit logs, RDS login activity, 53 logs, EBS
volumes, Runtime monitoring, and Lambda network activity logs, It uses threat
intelligence feeds, such as lisiz of malicious 1P addresses and domains, and machine
leamming 1o identifly unexpected, potentially unauthorized, and malicious activity within
your AWS environment. This can include issues like escalation of privileges, use of
exposed credentials, or communication with malicious 1P addresses, domains, pro ience
of malware on your Amazon EC2 instances and container workloads, or discovery of
unusual pattems of login events on your database. For example, GuardDuty can detect
compromised EC2 instances and contaimer workloads serving malware, or mining
bitcoin. It also monitors AWS zccount access behaviour for signs of compromise, such
s unauthonzed infrastructure deployments, like instances deployed in a Region that
hasn't been used before, or unusual AP calls like a password policy change to reduce
password strength, GuardDuty informs you of the status of your AWS environment by
producing security findings thai you can view in the GuardDuty console or through
Amazon Event Bridge. GuardDuty also provides suppon for you to export your findings
o an Amazon Simple Storage Service (53) bucket, and integrate with other services
such as AWS Secunity Hub and Detective,
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Figure 2.1: Guard Duty Working
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2. AWS Clond Trail;
AWS Cloud Trml s an AWS service that helps vou enalile operational and ish
auditing, governanece, md complionoe of your AWS pecount. Achions ke by o s
role, or an AWS service are recorded s events in Clowd Drall. Byvents aocloade metion
taken i the AWS Management Console, AWS Command Line Inmerface, and AWS
Sk and APls Clowd Traul a8 aetive i your AWS peeount when sodr cramre o und
doesn't require any manual setup. When activity oceurs in your AWS aceount, thit

activity 15 recorded moa Clowd Trml eveni

H larts

Analyils
(E.q- Elasticgrareh)

i

AP Calls AWS CloudTrall Amaron 55 Other taals

Figure 2.2, Clowd Tral

3. AWS Security Hub:

AWS Secunty Hub provides you with a comprehensive view ol your security
state in AWS and helps you assess vour AWS environment agamnst security indusiry
standards and best practices. Security Hub collects secunty data across AWS accounts,
AWS services, and supported third-party products and helps vou analyse your security
trends and identify the highest pnonty secunity ssues, To help vou manage the securily
state of your organization, Security Hub supports multiple secunty standards. These
include the AWS Foundational Secunity Best Practices (FSBP) standard developed by
AWS, and external compliance frameworks such as the Center for Internet Security
{C15), the Payment Card Industry Data Security Standard (PC1 DSS), and the National
Institute of Standards and Technology (NIST). Each standard includes several securnity
controls, each of which represents a securily best practice. Secunity Hub runs checks
against security controls and generates control findings to help you assess your

compliance against security best practices. In addition to generating control findings,

Security Hub also receives findings from other AWS services—such as Amazon
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Better widlerstanding of the data that your organization siores in Amazon 53, To detect
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Ietection o Response to insider Threats in AWS

into the secunity posture of your Amazon 53 data, and where sensitive data might reside
in your data estate. The stalistics and data can guide your decisions to perform deeper
investigations of specific $3 buckets and objects. You can review and analyze findings,
tatistics, and other data by using the Amazon Macie console or the Amazon Macie
APl You can also leverage Macie integration with Amazon EventBridge and AWS

ecurity Hub to monitor, process, and remediate findings by using other services,

pplications, and sysiems.
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Figure 2.4; Amazon Macie
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HAPFTER )

THREAT RESPONSE TECHNIOQUES

1. SIMPLENOTIFICATION SERVICE

Amazon Simple Notification Service ( Amazon SNS ) is a managed service that provides
ssage delivery from publishers 1o subscribers (also known as producers and consumers )
blishers communicate asynchronously with subscribers by sending messages 1o a togac,
sch 15 a logical access point and communication channel. Clients can subscribe to the SNS
ic and recerve published messages using a supporied endpoint type, such as Amaeon Data
we, Amazon 505, AWS Lambda, HTTP, email, mobile push notifications, and mobile
messages (SMS)
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Figure 3.1: SNS




Detection and R se (o insider Threats in AWS

2. Amazon Cloud Waich:

Amazon CloudWaich monitors your Amazon Web Services (AWS) resources and the
applications you run on AWS in real time. You can use CloudWaich to collect and track
metries, which are variables you can measure for your resources and applications. The
ClowdWatch home page automatically displays metrics about every AWS service you
ase. You can additwnally create custom dashboards to display metncs about vour
custom applications, and display custom collections of meirics that you choose. You
can create alarms that waich metnics and send notifications or automatically make
changes 1o the resources you are monitoring when a threshold is breached. For example,
vou can momitor the CPU usage and disk reads and wntes of your Amazon EC2
instances and then use that data to determine whether you should launch additional

nstances o handle increased load You can also use this data to stop under-used
INSIANCES 1O save money.

Diashbaard "
Logs:
g g Loty
Amaron EC2 Amazon DyramaD8
Ewerits:
Mlsitrics B Tk S Crawgm
TP | niraion . d . “t_'-_ﬂ
s Amazon CloudWaich
- I
L —
Evant Iriggers Amazon Plaste Containes
AWS Autn Scaling funclion servce

h
Dept of CSE AIET Mijar




CHAPTER 4
PROCEDURE AND SNAPSHOTS(RESULT)

step 1: Creating EC2 for Windows Instance
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Figure 4.1: EC2 Instance
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Detection and Response to insider Threats in AWS

tep 3 : Creating Simple Notification Service( Topic and Subscription) to Receive threat
Information
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Figure 4.3 : Setting up SNS

ep 4 : Creating Inalarm And Updating it in EC2 Instance
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Figure 4 4: Creating Alarm
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Figure 4 5: Updating EC2 instance

tep 5 : Enabling Amazon Macie in order to get the view of resources wsed and Threats

side the cloud. Mainly 83 buckets to avoid data hreaches.
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Figure 4.6: Amazon Macie
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srep 6: Creating Cloyg rai

\lso ena bling Daty

\

Igure 4 7-C reating CloudTraj]
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Figure 4 8: Enabling Data event and Insights events
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7: Logs recorded by Cloudreyy , [
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Step 8: Action performed and Received mail After CPUUTILIZATION crosses limit.

Figure 4.10: Alarm received
* CPU utilization crosses the limit when someone (ry 10 ACCEss instance for other

purpose like mining Cryptocurrency.
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implementing strong access tontro|
Measures js e

s ' Ilil'.'h u x i ' '
\WS environment. By ensuring thyy o tline of defense in securing your
¥

resOUnces, You can Sil.-}tliﬁc'mll d Mithorizeq illdiviﬂuals have access 1o your
il Ly reduce the :

nsk o - P
data breaches. ! unauthorized access andpotential

One of the best practices for HACCESE conlral ig 1q 1
= 0 1o

This means granting users the minimum permiss;

Olls necessary to perform their tasks,

accounts or insider threats,

Another essential measure is 1o enable AWS Iiiﬂrl.tlll'_',' and Access

Management (IAM).
1AM allows you

creale and manage groups,

IAM., you can enforce strong password policies, enable
multi-factor authentication (MFA), and create f

L0 manage user access to AWS resources,
and assign permissions. With

ne-grained access control policies.

Additionally, regularly reviewing and auditing user access privileges is crucial. This

ensures that user access is up to date and matches the roles and responsibilities of
incdividuals within your organization, Regularly removing unnecessary or outdated access
privileges reduces the attack surface and helps maintain a secure environment, By
implementing strong access control measures, you can minimize the risk of unauthorized

aceess and increase the overall security posture of your AWS environment.

Enable Multi-Factor Authentication (MFA) for Added Security

i ity to
Enabling multi-factor authentication (MFA] adds an extra layer of mt],r your
AWS environment by requiring users &0 provide an additional form of verification, such

25 a unique code generated by a mobile app or @ hard'-_'-rare token, in addition to their
s s uthorized access, even if an altacker gains access to a
tonal form of verifi ication, MFA ensures Itﬂ!‘.' only
ice or token can access your AWS resources.
ng virmal MFA devices and hardware
\1ad on mobile devices, while hardware

MFA helps protect against una
User's password. By requiring an addi
authorized individuals with the correct ':l-t'-‘r' |
AWS provides several MFA options, includi

R P 1




s8¢ 10 insider Threats in AWS
MEA devices are physical
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Needs g Ensure (hy ll users w

ith nccess to sensitive
wrees have MFA enabled,
[k

It is important to note that enabling MF should po, "eplace strong password policies
and access control measures, MFA shoulg

be used in Comjunction with other security
practices 10 provide a layered defense fgainsg Unauthorized pcoggs
By enabling MFA, you add gp, additiong) |

ayer of security 1o your AWS environment
il reduce the risk of unauthorizeg access,
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\elu-Factor Authentication (MFA) is crucial,

By mplementing a lavered approach that combines detechon technigues, access controls,
diinonal secunty measures, and ongoing user education, you can significantly mitigate the
sk of msider threats in your AWS environment Remember, security is an ongoing process.
Regularly review security configurations, IAM policies, and detection techniques w0 ensure
v remain effective against evolving threats. Utihize the valuable insights gamed from your
=ulations 1o continuously improve vour security posture and adapt your response sirategies
5 néeded.
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