IOT ARCHITECTURE AND PROTOCOLS

Course Code 21AG63 CIE Marks 50
Teaching Hours/Week (L:T:P: S) (3:0:0:0) SEE Marks 50
Total Hours of Pedagogy 40 Total Marks 100
Credits 03 Exam Hours 03

Course Objectives:
¢ To understanding the basic fundamentals of 10T Architecture and Protocols

o To understand the various layers in the I0T protocols

Teaching-Learning Process (General Instructions)
These are sample Strategies, which teachers can use to accelerate the attainment of the various course outcomes.

1. Adopt different types of teaching methods to develop the outcomes through PowerPoint presentations
and Video demonstrations or Simulations.

Chalk and Talk method for Problem Solving.

Arrange visits to show the live working models other than laboratory topics.

Adopt collaborative (Group Learning) Learning in the class.

Adopt Problem Based Learning (PBL), which fosters students Analytical skills and develops thinking skills
such as evaluating, generalizing, and analyzing information.

6. Conduct Laboratory Demonstrations and Practical Experiments to enhance experiential skills.
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Module-1

INTRODUCTION : IoT architecture outline, standards - [oT Technology , Fundamentals- Devices and gateways,
Local and wide area networking, Data management, Business processes in 1oT, Everything as a Service(XaaS),
M2M and IoT Analytics

Teaching- 1. PowerPoint Presentation
Learning 2. Chalk and Talk are used for Problem Solving (In-general)
Process 3. Video demonstration or Simulations

4. Laboratory Demonstrations and Practical Experiments

Module-2

10T REFERENCE ARCHITECTURE: Introduction, Functional View, Information View, Deployment and Operational
View, Other Relevant architectural views. Real-World Design Constraints- Introduction, Technical Design

constraints

Teaching- 1. PowerPoint Presentation
Learning 2. Chalk and Talk are used for Problem Solving (In-general)
Process 3. Video demonstration or Simulations

4, Laboratory Demonstrations and Practical Experiments

Module-3

IoT DATA LINK LAYER & NETWORK LAYER PROTOCOLS : PHY/MAC Layer(3GPP MTC, IEEE 802.11, IEEE
802.15), Wireless HART, ZWave, Bluetooth Low Energy, Zigbee Smart Energy, DASH7 - Network Layer-1Pv4,IPv6,
6LoWPAN, 6TiSCH,ND, DHCP, ICMP, RPL, CORPL, CARP

Teaching- 1. PowerPoint Presentation
Learning 2. Chalk and Talk are used for Problem Solving (In-general)
Process 3. Video demonstration or Simulations

" 4. Laboratory Demonstrations and Practical Experiments

Module-4

IoT TRANSPORT & SESSION LAYER PROTOCOLS : Transport Layer (TCP, MPTCP, UDP, DCCP, SCTP)-(TLS, DTLS)
- Session Layer-HTTP, CoAP, XMPP, AMQP, MQTT

Teaching- 1. PowerPoint Presentation
Learning 2. Chalk and Talk are used for Problem Solving (In-general)
Process 3. Video demonstration or Simulations

4. Laboratory Demonstrations and Practical Experiments




Module-5

ToT SERVICE LAYER PROTOCOLS & SECURITY PROTOCOLS: Service Layer -oneM2M, ETSI M2M, OMA, BBF -
Security in IoT Protocols - MAC802.15.4 , 6LoWPAN, RPL, Application Layer, Smart City Security Architecture,
Smart City Use-Case Examples.

Teaching- | 1. PowerPoint Presentation

Learning 2. Chalk and Talk are used for Problem Solving (In-general)
Process 3. Video demonstration or Simulations

4. Laboratory Demonstrations and Practical Experiments

Course outcome (Course Skill Set)

At the end of the course the student will be able to:

Comprehend the essentials of I0T and its applications

Understand the concepts of IOT Architecture Reference model and 10T reference architecture
Analyze various 10T Application layer Protocols.

Apply IP based protocols and Authentication Protocols for 10T

Design 10T-based systems for real-world problems.
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Assessment Details (both CIE and SEE)
The weightage of Continuous Internal Evaluation (CIE) is 50% and for Semester End Exam (SEE) is 50%. The
minimum passing mark for the CIE is 40% of the maximum marks (20 marks out of 50). A student shall be deemed
to have satisfied the academic requirements and earned the credits allotted to each subject/ course if the student
secures not less than 35% ( 18 Marks out of 50)in the semester-end examination(SEE), and a minimum of 40% (40
marks out of 100) in the sum total of the CIE (Continuous Internal Evaluation) and SEE (Semester End
Examination) taken together
Continuous Internal Evaluation:
Three Unit Tests each of 20 Marks (duration 01 hour)

1. Firsttest at the end of 5% week of the semester

2. Second test at the end of the 10t week of the semester

3. Third test at the end of the 15t week of the semester
Two assignments each of 10 Marks

4. Firstassignment at the end of 4 week of the semester

5. Second assignment at the end of 9t week of the semester

Group discussion/Seminar/quiz any one of three suitably planned to attain the COs and POs for 20 Marks
(duration 01 hours)

6. Atthe end of the 13t week of the semester
The sum of three tests, two assignments, and quiz/seminar/group discussion will be out of 100 marks and will be
scaled down to 50 marks
(to have less stressed CIE, the portion of the syllabus should not be common /repeated for any of the methods of
the CIE. Each method of CIE should have a different syllabus portion of the course).

CIE methods /question paper is designed to attain the different levels of Bloom'’s taxonomy as per the
outcome defined for the course.

Semester End Examination:

Theory SEE will be conducted by University as per the scheduled timetable, with common question papers for the
subject (duration 03 hours)

1. The question paper will have ten questions. Each question is set for 20 marks.

2. There will be 2 questions from each module. Each of the two questions under a module (with a maximum of 3
sub-questions), should have a mix of topics under that module.
The students have to answer 5 full questions, selecting one full question from each module




Suggested Learning Resources:

Books
1.

Z,
Machine-to-Machine to the Internet of Things: Introduction to a New Age of Intelligence”, 1st Edition,
Academic Press, 2015

3. Bernd Scholz-Reiter, Florian Michahelles, “Architecting the Internet of Things”,ISBN 978-3-642-19156-5 e-
ISBN 978-3-642-19157-2, Springer, 2016

4. N.lda, Sensors, Actuators and Their Interfaces, Scitech Publishers, 2014.

Daniel Minoli, “Building the Internet of Things with IPv6 and MIPv6: The EvolvingWorld of M2ZM
Communications”, ISBN: 978-1-118-47347-4, Willy Publications ,2016

Jan Holler, VlasiosTsiatsis, Catherine Mulligan, Stefan Avesand,StamatisKarnouskos, David Boyle, “From

Web links and Video Lectures (e-Resources):
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